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Confidentiality in official energy statistics

One of the basic principles for statistics and especially official statistics is to not expose data on individual units. In National Statistics Acts and in several international quality declarations this principle is stated.  But we observe that in official energy statistics, as in other official statistics, one from time to time come across the conflict between the need for public information and taking consideration of confidentiality. This is a result of concentration in several markets with fewer economic units in important markets. For energy statistics this is an often observed situation. Especially in smaller countries it is not uncommon to have only one or two units for production of a particular energy commodity or in transformation from one commodity to another. The principles of confidentiality in official statistics should be followed, but if for instance a country only has one oil refinery the question is how it is possible to publish for instance an energy balance including transformation without violating the confidentiality of the refinery? (This is particularly applicable to South Africa where Eskom generates over 90% of our electricity and where Sasol and Petro SA makes fuel through coal to liquid processes and also gas to liquid processes)
This issue paper will start by presenting confidentiality in official statistics before giving some country practises on how the mentioned challenges regarding confidentiality in official energy statistics are handled in Israel, UK, Australia and Norway. These presentations will lead to a proposal for recommendations for inclusions in IRES. 

Confidentiality in the principles of official statistics

In the UN principles of official statistics it is stated in article 6:

“Individual data collected by statistical agencies for statistical compilation, whether they refer to natural or legal persons, are to be strictly confidential and used exclusively for statistical purposes”. 
In the European code of practise principle 5 it says: 
“The privacy of data providers (households, enterprises, administrations and other respondents), the confidentiality of the information they provide and its use only for statistical purposes must be absolutely guaranteed.

These principles must be followed in official energy statistics and should be part of the recommendations of the International Recommendation on Energy Statistics (IRES). 

Need for public information vs. confidentiality in official energy statistics. 

As a result of market concentration we may have fewer that 3 units in important markets (3 units may be in practice a simple rule for confidentiality). When facing the conflict between the public need for information and the preservation of the confidentiality of a data provider it is important to have a clear policy on how to handle the situation. How can we publish information about the flow of energy and still avoid violating confidentiality issues if we have so few units that they will be possible to identify if the data are published? These questions are relevant in all energy statistics. 
An illustration of the challenge for official energy statistics comes with the setup of energy balances. If for instance the transformation in an energy balance can not be published due to confidentiality, or adjustments must be made to make data anonymous, the essence of an energy balance deteriorates. It will no longer be possible to have the internal logical balancing setup and follow the flow of energy commodities from production and imports through transformation to final consumption. If a “compromise” is not possible, it will consequently not be possible to publish the energy balance. The question is how to make it possible to publish energy balances if there are few units in one part of the balance and hence confidentiality issues that must be addressed. 
How do different countries handle these challenges with respect to confidentiality in official energy statistics? What considerations must be taken into account when the decision is taken on how this is handled, and who will make the decision? Different countries have different practices:
Different approaches – country experiences and practises

Israel

Energy Balances and statistics on Energy have been published by the Israel Central Bureau of Statistics (ICBS) since 1970. After the recent privatization (2007) of the two refineries in Israel, their data cannot be published by ICBS, because of confidentiality restrictions in the Statistics Ordinance [New Version], 1972. According to the Ordinance, data cannot be released in cases where its publication enables the identification of corporations/ persons or other units, to whom it relates. As the publication of Energy Balances would enable each of the two refineries to obtain confidential commercial information regarding each other, the ICBS has had to stop publishing the Energy Balances since 2007.

 

In response to the above situation, the ICBS has prepared a draft law to amend the Statistics Ordinance in order to allow publication of commercial information in cases where the public interest in such is vital.  

 

The draft law stipulates that the confidentiality requirement would not apply to specific corporations in defined areas of economic activity regarding specific data, when the Prime Minister (who is the Minister responsible for the Statistics Ordinance) has signed an Order stating that publication of said data is necessary in the public interest. According to the draft law, the Prime Minister may sign such an Order subject to the following pre-conditions: after consultation with the Government Statistician, Israel's Public Council of Statistics and the Minister responsible for the relevant area of economic activity; after giving the specific corporation an opportunity to make its views heard; and subject to approval by the Knesset (Israel Parliament) Economic Committee.  

 

The current draft allows for such Orders to be signed by the Prime Minister only in respect to ISIC Economic Activity 23 (Manufacture of refined petroleum products). However, the draft includes a mechanism for broadening its scope to other areas of economic activity. 

UK

On statistical confidentiality the UK have strict rules for what is defined as National Statistics. Individual company data will not be divulged etc. in accordance with principle 5 of the UK code of practise. Principle 5 also gives details on UK practice.  

“Principle 5: Confidentiality

Private information about individual persons (including bodies corporate) compiled in the production of official statistics is confidential, and should be used for statistical purposes only.

Practices:
1. Ensure that official statistics do not reveal the identity of an individual or organisation, or any private information relating to them, taking into account other relevant sources of information.

2. Keep confidential information secure. Only permit its use by trained staff who have signed a declaration covering their obligations under this Code.

3. Inform respondents to statistical surveys and censuses how confidentiality will be protected.

4. Ensure that arrangements for confidentiality protection are sufficient to protect the privacy of individual information, but not so restrictive as to limit unduly the practical utility of official statistics. Publish details of such arrangements.

5. Seek prior authorisation from the National Statistician or Chief Statistician in a Devolved Administration for any exceptions, required by law or thought to be in the public interest, to the principle of confidentiality protection. Publish details of such authorisations.

6. In every case where confidential statistical records are exchanged for statistical purposes with a third party, prepare written confidentiality protection agreements covering the requirements under this Code. Keep an operational record to detail the manner and purpose of the processing.” 

An exception to this is the reporting of oil and gas production data by field. This data is collected via PPRS (petroleum production reporting system). This is an administrative data collection system and is outside the strict rules that are used for National Statistics. In discussion with the industry, they confirmed that data were initially commercially sensitive, but that after a period of three months they were content for the Department to publish the data. UK therefore now publishes data by field with a 3 month lag. 

In general, UK tries to ensure that there is an excellent working relationship with the industry, so that together one can find pragmatic solutions that allow for use and presentation of industry data as soon as possible. 
The Australian case
Neither Statistics Australia nor the energy agency is the major generator of energy statistics in Australia. A government research agency (the Australian Bureau of Agricultural and Resource Economics - ABARE) compiles Australia's Energy Statistics.
ABARE advised that they have no written practice regarding confidentiality, but in reality they do not knowingly release data of a confidential nature. They do collect data directly from businesses, but this data is manipulated in various ways before being published and it would be very unlikely that any unit record data would be released as provided. If they were to be about to release data relating to a single business which they have collected, then they would request permission from the business to release the data (the implication being that they would not release the data without such permission). They sometimes use data which is publicly available (e.g. from annual reports) and they consider releasing such data to be OK. They also use data collected from the energy agency and export data from the ABS, which has already been aggregated.

Confidentiality legislation, policies and practices:
1. For data relating to persons, there is no deviation from strict confidentiality in all cases (probably not relevant to energy statistics).

2. If the data is already disclosed (e.g. in a company's annual report), then the Australian Statistician may release the data (note: this still requires the Australian Statistician's approval).

3. In some cases, the data of a business may be critical to the sector under consideration and may breach confidentiality (this may be relevant to energy statistics; it is certainly relevant to telecommunications in Australia). In such cases, the ABS may request consent from the relevant business and if both the business consents in writing and the Australian Statistician approves the release, then this may happen.

4. We have a provision in our legislation which is known as "passive confidentiality". This is where in certain sectors/statistics (specifically trade statistics, agriculture statistics and construction statistics) the statistics do not undergo a confidentialisation process and the data of an individual business may be identifiable. However, if such a business notifies the ABS that their data is identifiable, then the statistic(s) are withdrawn and checked in the future so that it doesn't happen again. No consideration is given to the importance of the statistics under consideration; confidentiality is always applied for that business once it has notified the ABS.

5. The ABS also releases lists of the names, addresses, contact information and type of legal operation businesses in special cases. Again the Australian Statistician's approval is required and s/he grants approval reluctantly.

6. We do release unit record data as Confidentialised Unit Record Files (CURFS), but these are confidentialised and records are both unidentified and unidentifiable.

Norwegian practise
The Norwegian Statistics Act draws up strict requirements for how Statistics Norway can use data. General rule is that information collected can only be used by the production of official statistics. At the publication of statistics, Statistics Act § 2-6 govern the following: 

“Information collected in accordance with any prescribed obligation to provide information, or which is given voluntarily, shall under no circumstances be published in such a way that it may be traced back to the supplier of any data or to any other identifiable individual to the detriment of the person concerned, or to the unreasonable detriment of the latter if the supplier of the data is a company with limited liability, a limited partnership or other association, foundation, public body or undertaking.” 
 

Statistics are made available in the form of aggregate sizes, so that the information provided to characterize the mass and not the individual in the sense that they can be identified. It may still be cases where for example, of consideration to an appropriate structure of the statistics, will be difficult to avoid some information indirectly can be traced back to the supplier of data. Exceptionally the single values in a table might cause identification. It is in such cases an absolute requirement that the identification is not to unreasonably harm for the legal person.
For example, the oil and gas industry with very few production units has a huge impact not only on the economy but also on the environment. When Statistics Norway first requested to release data on flaring in the 1970ies the only unit operating at the time was reluctant to do so. At the time the data was not released, but a later agreement permitted the release of data back to 1971. Today Statistics Norway receives data from the Norwegian Oil Directorate which publishes monthly production data on field level. There is a long tradition of releasing data from the oil and gas industry through agreements even though there are still too few units to avoid identification. 

It is prohibited to publish official statistics in a way that information can be traced back to the legal person, if the information causes unreasonable damage. Cases that fall outside the prohibition will be where the disclosure is not critical - for example information may already be publicly available - such as published accounting information in a corporation. 

Publication in a way that might cause indirect identification but not the unreasonable detriment of the supplier of the data has to be approved by the Confidentiality committee and the director general. 

Possible solutions

As we see from these three countries the approach differs, but the same basic principle of confidentiality is central. The main point is that sometimes the need for public information is greater than the consideration of confidentiality, especially if publishing the confidential information can not be said to have excessive damage to the unit in question. This appears to be consistent with some of the country practices outlined in this paper, but in contradiction with the UN Principles and European code of practise, which take a very hard line on this issue and make no allowance for the possibility that the need for public information may be greater than the consideration of confidentiality (they simply assume this is never the case).
These conflicts of interest will occur from time to time, and it is important that the handling of these situations is predictable. They must either be subject to a legal or policy framework, either in an Act or through a document that clearly state the policy on this topic. The same rules and principles should apply within a country without regards as to what area of official statistics is involved. 
These acts or documents should clearly state what kinds of situations where confidentiality can be set aside and where it can not. It should also include a clear procedure for the approach, how the statistics producing unit should relate to the unit “owning” the confidential data and who takes the final decision on whether to publish or not. 

The main principle however, should be that the principles of confidentiality in official statistics should be followed to as great an extent as possible. 

Conclusions and Recommendations

Handling of confidentiality issues in official energy statistics should follow the same guidelines as for other parts of official statistics. This implies foundation in a legal framework, and a thorough documentation/meta data description of the principles for handling confidentiality.  
Recommendation 1: In official energy statistics the principles of confidentiality in the UN principles for official statistics and the European statistics code of practise are to be followed. If an important industry has less than 3 units we face a problem. This problem should be solved in a transparent manner.

Recommendation 2: Every country needs to have clear written law, code of practise or established procedures that give predictability as to how conflicts between the need for public information and confidentiality are handled. It must give clear guidelines as to what kinds of situations it is possible to publish confidential information, how procedures are in doing so, and who takes the final decision on doing so.  (Supported -as we are developing the regulations for provision of energy data in South Africa) How do we address the issue of data required for information regulatory and planning purposes? Guidance should also be provided by the UN on  how countries can word this in their regulations
Recommendation 3: In those cases where strictly adhering to the UN principles does not allow the release of data, several strategies are possible:

· Use of data which is publicly available (e.g. from annual reports) 

· Request permission (written contract) from the unit to release data 

· Request permission (written contract) from the unit to release market sensitive variables with a certain time delay
· Other? Through  legislation- In spite of  the fact that section 32 of the Constitution of South Africa grants everyone the right of access to information, this is limited through section 36 of the Constitution which limits rights and through the Promotion of Access to Information Act(PAIA)
� � HYPERLINK "http://www.statisticsauthority.gov.uk/assessment/code-of-practice/code-of-practice-for-official-statistics.pdf" \o "http://www.statisticsauthority.gov.uk/assessment/code-of-practice/code-of-practice-for-official-statistics.pdf" �http://www.statisticsauthority.gov.uk/assessment/code-of-practice/code-of-practice-for-official-statistics.pdf�
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